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Update on Internet identity

« Consumer marketplace update

» OIX players, Facebook, Openld Connect, Monetized Attribute
Authorities

» National Strategy for Trusted Identities in Cyberspace

» Federated identity update

« InCommon and international federations
o * Non web apps — Oauth, Moonshot and Kitten
. Social2SAML and other bridges
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Consumer marketplace update

« Several major “identity providers” (Google, Paypal, Yahoo)
attempting to converge on a new standard, Openld Connect.

* OIX (Open Identity Exchange) is the hub

« Technically Shibboleth++ redone in JSON

» Uses SAML attributes and SAML metadata, allowing
ey Integration
. Differs on discovery, marketplace vision, government
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The roles and attributes of consumers

It is Important to differentiate the roles, and associated
attributes of individuals (distinct from roles/attributes from
their work)

« Consumer
« Citizen
-+ Enterprise/vertical
-« Geo-temporal
Persc
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NSTIC Update

* NSTIC - http://nist.gov/nstic/
» Well-crafted architecture and approach

 Faces challenges with limited resources, mixed
motives for |dP’s, other federal players, etc

~ <OMB Directive issued Fall of 2011 to move to
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http://nist.gov/nstic/
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R&E federations

Research and Education Identity Federations ”
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InCommon today incofifon.

250+universities, 450+total participants, growth still rapid
> 10 M users
Traditional uses continue to grow:

» Qutsourced services, government applications, access to
software, access to licensed content, etc.

* New uses bloom:

-

-+ Access to wikis, shared services, cloud services, calendarmg
- command line apps, UHC, Mayo, etc.
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S
Important New Services

* Research.gov
* Includes NSF Fastlane
 Electronic grants administration from NIH
« Growing use in Esnet
~* Cllogon (cilogon.org)
yo Clinic, UHC, National Student Clearinghouse
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InCommon —a work in progress

« Growth and managing growth
» Silver — higher levels of assurance
* UApprove — end user attribute management
* Solidifying member participation
-+ Social2SAML coordination
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Silver

» Higher assurance profile to deal with access of a financial
or valued resource

 Electronic grants administration, Teragrid, OSG,
medical records, etc.

~* Acareful walk between what's feasible on campuses and
- what agencies would like

'--\:‘.n- ype of audit by InCommon (possibly r
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S
When to do Consent

* Not at all — part of an existing contractual relationship
* At the point of collection of information

« “We intend to use what you give us in the following
ways”
e * At the point of release of information
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R&E basic attributes (eduPerson et al)

« High-level affiliation (eg, member, faculty, staff, student)
* Opaque, persistent and non-correlating identifiers (ePTID)

A persistent and human-usable identifier (eg,
kik@internet2.edu)

* Name (e.g. Display Name)
mail address
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I
Bundles and Application Categories

» Attributes tend to travel in bundles

* The R&S (research and scholarship) bundle
- {name, email, authenticated identity, affiliation}

 Applications are being vetted for minimal use
and gqualification for R&S

B tribt ‘ release aomatiC
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S
Non-web apps

* A variety of approaches are being developed to address
these large families of apps

» Challenges are discovery, trust anchors in the clients, attribute
release and privacy management

« Three categories of approaches
» Moonshot - GSS over Radius (and maybe SAML)
auth and Openld-Connect
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B 000
Interfederation

« Connecting autonomous identity federations

« Critical for global scaling, accommodating state
and local federations, integration across vertical
sectors

-+ Several operational “instances” — Kalmar2 Union,
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N
Context for VO Identity Management

* Three contexts to think in
* Internet-scale
« Campus/Enterprise
* Virtual Organization (VO)

-+ The key issue in the discussion is how to leverage Internet
| nd enterprise to serve the VO

INTERNETe

kik@internetgg€du



©

Campus ldentity Management
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VO ldentity Management

« Control the access to VO resources to properly
authenticated and authorized users

« Serve deep (high-security bio research with complex and
diverse data access needs) and wide (outreach to large
educational communities) and international

-« Identity Management applied to non web applications, to J
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N
ABC: A Typical Use Case of VO IdM

* Has 50 researchers who can schedule ABC instruments, run
compute jobs on the TG with ABC allotments, etc

» Has 500 academics who need access controlled wikis, ad hoc
calendaring (ala Doodle), lists, VO event calendaring, file
sharing, chat rooms, videoconferencing, etc.

* Has administrators at fifteen universities who can access rosters,
~ change roles, etc.

<=

. H: s partner VO's in other countries, with varying privileges on
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~ Connect to the scholarly record

Leverage existing IdM technologies
Leverage existing I[dM deployed infrastructure

Drive identity and access control for both general
collaboration and domain-specific apps
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Collaboration Management Platforms

* An integrated “collaboration identity management system”

* Provides basic group and role management for a group of
federated users

 Plugs into federated infrastructure to permit automatic data
management

» A growing set of applications that derive their |

e ‘

- authentication and authorization needs from such external
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©
CMP

« Next generation portal/gateways

* Intended for federated users and multi-domain applications
— plumbed into the infrastructure

* More secure, more powerful, more privacy preserving,
more application possibilities, more...

kik@internetgg€du



I
From the collaboration perspective

Scalable actions expected (or at least hoped for) in a CMP:
- Create and delete/archive users, accounts, keys
« Group management on an individual and CMP-wide scale

* Permit or deny access control to wiki pages, calendars, computing
resources, version control systems, domain apps, etc.

- Manage cloud based collaboration services such as Adobe Connect
and Cisco Webex
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S
CMP under the hood

* A combination of enterprise tools refactored for VO's
« Shib, Grouper, Directories, etc

A person registry with automated life-cycle maintenance
* Includes provisioning and deprovisioning

A place to create, maintain local attributes
« Using Groups and Roles

A place to combine local and institutional attributes for
~ acce apllcatlons

 Attributes delivered 0 INTERNETs
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Examples of CMP’s, or parts thereof...

e Surfnet

« A thin national collaboration service, with no hosted
applications, providing federation, groups, provisioning API’'s

A research collaboration service, with both hosted
collaboration and integrated domain applications

\"*“*“‘**-\m-AII driven by SurfConnext, an open-source CMP that >
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N
Other examples

* National R&E efforts in Norway, Switzerland, Japan, and
elsewhere

* Projects like GlobusOnline have overlapping elements
e Others?
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.
Issues for MAGIC participants

* How does this vision mesh with the various agency views?
 How can VO's be informed of these tools?

« What are possible higher level Cl deployment options for
agencies?
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